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NFP Financial Reporting Model 

Better enable NFPs 
to “tell their 

financial story” 

Improve information 
in financial 

statements and 
notes about: 

financial 
performance, cash 
flows, and liquidity 

Improve net asset 
classification 

scheme 

Update, not 
overhaul, the 
current model 
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Issued August 18, 2016, ASU No. 2016-14 
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NFP Financial Reporting Model  

• This Accounting Standards Update (ASU) will be applicable for fiscal 

years beginning after December 15, 2017 with early adoption 

permitted.  

December 31 Year-ends – effective for December 31, 2018  

May 31/June 30 Year-ends – effective for May 31/June 30, 2019 

• The amendments should be applied retrospectively to all periods 

presented with the option to omit the following for comparative 

statements: 

– Analysis of expenses by both natural classification and functional classification. 

– Disclosures about liquidity and availability of resources.   

• Disclose the nature of any reclassifications or restatements and their 

effect, if any, on changes in the net asset classes for each year 

presented.  
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Overview of Significant Impacts 

Liquidity and 
Availability of 

Resources 

Expense 
Presentation 

Investment 
Return 

Statement of 
Cash Flows 

Net Asset 
Classification 
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Net Asset 

Classification and Designations 



Net Asset Classification 

• Objectives: 

– Better information for users to understand what portion of the 

net assets can be used in operations 

 

• Key changes: 

– Three classes moves to two classes – “With donor 

restrictions” and “Without donor restrictions” 

– Designations are now required to be more prominently 

disclosed – either on the face or in the accompanying notes 

– Underwater endowments will now be reported as a 

component of “with donor restrictions” category 
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Net Assets 
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Unrestricted 
Temp. 

Restricted 
Perm. 

Restricted 

Without 
Donor 

Restrictions* 
With Donor Restrictions* 

Amount, 
purpose, and 
type of board 

designations** 

Nature and amount of donor 
restrictions 

Current 
GAAP 

Revised GAAP 
 

+ 
 

Disclosures 

* NFPs may choose to disaggregate further 
** New disclosure requirement  



Existing Presentation– Statement of 

Financial Position 
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Example 1 



New Presentation – Statement of Financial 

Position 

Minimum presentation required: 
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Example 1 



New Presentation – Statement of Financial 

Position 
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Alternative disaggregation allowed 

Example 1 



New Presentation – Footnotes 

• Alternatively, entities can elect to present in the 

footnotes information regarding designations. 
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Example 2 



Existing Presentation– Statement of 

Activities 
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Example 1 



New Presentation – Statement of Activities 
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Example 1 



New Presentation – Statement of Activities 

• Statement of Financial Activities Excerpt: 
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Example 1 



Existing Presentation– Footnotes 
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Example 1 



Existing Presentation– Footnotes 
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Example 1 



New Presentation – Footnotes 
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Example 1 



New Presentation – Footnotes (Cont.) 
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Example 1 



Liquidity and Availability of Resources 



Liquidity and Availability of Resources 

• Objective: 
– Provide all users with a better understanding of liquidity and 

financial flexibility 

 

• Key Changes: 
– Qualitative information (in the notes) about how the NFP manages 

its liquid resources 

– Quantitative information (in the notes or in the statement of 

financial position): 
• Availability to meet cash needs for general expenditures within one year of 

the statement of financial position date 

• Availability could be impacted by:  

– Nature 

– External limits (laws, donors, contracts) 

– Internal limits (board designations) 
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Liquidity and Availability of Resources (Cont.) 
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The Organization has approximately $10.08M of 

financial assets available within one year of the 

statement of financial position date to meet cash 

needs for general expenditures consisting of $1.2M 

in cash, contributions receivable of $3M, $5.8M in 

investments, and accounts and interest receivable 

of $80k.  All of the investments are subject to donor 

restrictions making them unavailable for general 

expenditure.  As described in Note X, the donor-

restricted endowment has a spending rate of 5%.   

Approximately $5.8M of appropriations from the 

endowment will be available within the next 12 

months.  $15M of the $18M in contributions 

receivable are subject to implied time and other 

donor restrictions and are not expected to be 

collected within one year or are restricted for 

specific purposes. 

Presentation A, Footnote Disclosure: Presentation A, Statement of Financial Position: 

Example 4 



Liquidity and Availability of Resources (Cont.) 

The following reflects the Organization’s financial assets as of the statement of 

financial position date, reduced by amounts not available for general use because 

of contractual or donor-imposed regulation within one year of the statement of 

financial position date.  However, amounts already appropriated from the donor-

restricted endowment for general expenditure within one year of the statement of 

financial position date have not been subtracted as unavailable. 
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Presentation B: Footnote Disclosure 

Example 4 



Liquidity and Availability of Resources (Cont.) 

Additional footnote disclosure for both Presentation A and B 

 

The Organization is substantially supported by restricted 
contributions.  Because a donor’s restriction requires resources to 
be used in a particular manner or in a future period, the 
Organization must maintain sufficient resources to meet those 
responsibilities to its donors.  Thus financial assets may not be 
available for general expenditure within one year.  As part of the 
Organization’s liquidity management, it has a policy to structure its 
financial assets to be available as its general expenditures, 
liabilities and other obligations become due.  The Organization 
invests cash in excess of daily requirements in short-term 
investments. In addition, the Organization has an $8 million line of 
credit, of which, it could draw an additional $200K in the event of 
an unanticipated liquidity need. 
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Expense Presentation 



Expense Presentation 

• Objective: 
– To permit users to understand the types of expenses, 

allocation of resources and cost of services provided 

• Key Changes: 
– Schedule of both functional and natural expenses in one 

location 
• Functional Expense Classification – Group according to the purpose 

for which costs are incurred (Program, Supporting: Management 
and General and Fundraising) 

• Natural Expense Classification – Group according to the purpose for 
which costs are incurred (Salaries and Wages, Supplies, Rent, 
Interest, Depreciation, etc.) 

– Must include all types of expenses (except investment 
related) 

– Requires disclosures on methodology used to allocate 
expenses 
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Reporting of Expenses  

Prior Presentation Example: 

 

As a footnote or within the Statement of Activities: 
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Example 5 



Reporting of Expenses (Cont.) 

• No one required format but must be in ONE 

location 

 

• Potential presentation options 

– Statement of Activities (Presentation A) 

– Separate Statement (Presentation B) 

– Notes to financial statements (Presentation C) 
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Reporting of Expenses (Cont.) 

Presentation A,  

Statement of  

Activities, excerpt 
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Example 5 



Reporting of Expenses (Cont.) 

Presentation B, Separate Statement 
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Example 5 



Reporting of Expenses (Cont.) 

Presentation C – Same as Example B; however, the schedule would be 

included in the footnotes. 

 

Example Disclosure: 

Expenses are summarized and categorized based upon their functional 

classification as either program or supporting services.  Specific expenses 

that are readily identifiable to a single program or activity are charged 

directly to that function.  Certain categories of expenses are attributable to 

more than one program or supporting function.  Therefore, these expenses 

require allocation on a reasonable basis that is consistently applied.  The 

expenses that are allocated include depreciation and amortization, interest 

and insurance, which are allocated on a square-footage basis, as well as 

salaries, wages and employee benefits, which are allocated on the basis of 

estimates of time and effort. 
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Example 5 
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Other Key Standard Changes 



Other Key Standard Changes 

• Presentation of investment return 

 

• Statement of Cash Flows 

 

• Accounting for long-lived assets and releases from 

restriction 
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Presentation of the Investment Return 

• Investment returns are now to be reported net of 

all related external and direct internal expenses. 

 

• Will improve comparability and minimizes the 

cost/difficulty of identifying embedded fees. 

 

• Will require a comparative reclassification. 
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Operating Cash Flows 

35 Not-for-Profit Section 

Indirect Method                                 

Direct Method 



Statement of Cash Flows 

• No significant changes at this time.  

 

• The updated standard permits both the indirect 

and direct methods of presenting the statement of 

cash flows.  

 

• Organizations are no longer required to disclose a 

reconciliation to the indirect method if the direct 

method is used.  
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Accounting for Releases from Restriction 

• Requires the placed-in-service approach for 
reporting the expiration of restrictions unless there 
is an ongoing donor stipulation or restriction. 

 

• No longer permitted to use the method of releasing 
items from restriction over the estimated useful life 
of the asset(s).  

 

• Organizations will be required to restate to release 
those remaining net assets at adoption.  
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Transition Preparation 



What to Consider Now 

• Review of key significant agreements that may 
impact the organization’s liquidity or flexibility to 
spend its resources 

– Bond/loan agreements 

– Affiliation agreements 

– Donor agreements 

– Contracts with state or federal agencies 

 

• Revisit board-designated/internal endowment 
spending policy(ies) 
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What to Consider Now (Cont.) 

• Review expense allocation methodologies  

– Review current policies and methodologies (compare to 
mission) 

– Examine the impact of any new programmatic or mission 
changes 

 

• Identify any changes needed to existing systems or 
processes to capture the additional information 
now required. 

– Capabilities of general ledger versus Excel schedules or 
other tracking mechanisms 

40 



Share the Story 

• Evaluate possible presentation options and disclosures 
for preferred method 
– Determine appropriate level of disaggregation of net assets 

– Determine where disaggregation will be presented (notes 
versus face) 

 

• Prepare pro-forma financial statements and footnotes 
under the new guidance and share them with key 
stakeholders 
– Bankers/lenders 

– Board members 

– Key funders/donors 

– Auditors/accountants 
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What to Consider Now 

• Be prepared to discuss topics, including: 

– Identification of all financial assets  

– Preferred format of disclosures 

– Liquidity and how cash is managed 

– Availability of resources to utilize in operations and 

available to management 

– The impact of any accounting changes required  

 

• Updating financial statements will require more 

time and cost 
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Not-for-Profit Reporting Model - Phase II 

Update 



Not-for-Profit Reporting Model – Phase II 

• Whether to require an operating measure 

• How to define such operating measure 

• Realignment of certain items in the cash flow 

statement 

• An alternative of segment reporting for NFP health 

care entities 

 

Status: ON HOLD – TBD  
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Questions? 
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Contributions vs. Exchange 

Transactions 

Presented by  

Kim James and Nick Lombardo 



Agenda  

• Revenue sources 

• How to differentiate between 

contributions and exchange 

transactions 

• Recognition of revenue sources 

• Examples 
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Revenue Sources 

• Some Typical Revenue Sources 

 

– Public funds/grants 

– Private Contributions 

– Fee for Service 

– Investment Income 

– Membership Dues 
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Revenue Sources (cont.) 

• Contributions: 

 

An unconditional transfer of cash or other assets 

or a settlement or cancellation of liabilities in a 

voluntary nonreciprocal transfer 
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Revenue Sources (cont.) 

• Contributions (cont.): 

– Excluded Transfers 

• Agency or intermediary transactions 

• Tax exemptions or incentives 

 

• Promises to Give 

– An agreement to contribute assets or forgive 

debt 
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Revenue Sources (cont.) 

• Types of promises to give 

– Unconditional 

– Conditional  

– Restricted 

 

• Contributed Services 

– Create or enhance nonfinancial assets, or 

– Require specialized skills and would otherwise  

be purchased if not donated 
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Revenue Sources (cont.) 

• Exchange transactions – reciprocal 

transfers in which each party receives and 

sacrifices something of approximately 

equal value. 
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Revenue Sources (cont.) 

• Agency Transactions 

 

– Agency Transaction – type of exchange 

transaction in which the reporting organization 

acts as an agent, trustee, or intermediary for 

another party that may be a donor or donee. 
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Indicators Useful in Distinguishing 

Contributions From Exchange Transactions 

 
Indicator Contribution Exchange Transaction 

Recipient not-for-profit 

entity's (NFP's) intent in 

soliciting the asset 

Recipient NFP asserts that it 

is soliciting the asset as a 

contribution. 

Recipient NFP asserts that it 

is seeking resources in 

exchange for specified 

benefits. 

Resource provider's 

expressed intent about the 

purpose of the asset to be 

provided by recipient NFP 

 

Resource provider asserts 

that it is making a donation 

to support the NFP's 

programs. 

Resource provider asserts 

that it is transferring 

resources in exchange for 

specified benefits. 

Method of delivery The time or place of delivery 

of the asset/service to be 

provided by the recipient 

NFP to third-party recipients 

is at the discretion of the 

NFP. 

The method of delivery of 

the asset/service to be 

provided by the recipient 

NFP to third-party recipients 

is specified by the resource 

provider. 
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Indicators Useful in Distinguishing 

Contributions From Exchange Transactions 

 
Indicator Contribution Exchange Transaction 

 

Method of determining 

amount of payment 

 

 

The resource provider 

determines the amount of the 

payment. 

 

Payment by the resource 

provider equals the value of 

the assets to be provided by 

the recipient NFP, or the 

assets' cost plus markup; the 

total payment is based on the 

quantity of assets to be 

provided. 

 

Penalties assessed if NFP 

fails to make timely delivery 

of assets 

Penalties are limited to the 

delivery of assets/services 

already produced and the 

return of the unspent 

amount. (The NFP is not 

penalized for 

nonperformance.) 

Provisions for economic 

penalties exist beyond the 

amount of payment. (The NFP 

is penalized for 

nonperformance.) 
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Indicators Useful in Distinguishing 

Contributions From Exchange Transactions 

 
Indicator Contribution Exchange Transaction 

 

Delivery of assets to be 

provided by the recipient 

NFP 

 

Assets/Services are to be 

delivered to individuals or 

organizations other than the 

resource provider. 

 

Assets/Services are to be 

delivered to the resource 

provider or to individuals or 

organizations closely 

connected to the resource 

provider. 
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Distinguishing Contributions from Exchange Transactions 

and Determining Conditionality of Contributions 

57 

Does each party receive direct 
commensurate value on the 

transaction 

Exchange Transaction 

Apply Rev Rec (ASC 606) or 
other guidance 

Is the resource provider a 3rd party 
payer? 

 

Agency Transaction  

(no effect on revenue) 

Non reciprocal Transaction  

Apply contributions (nonexchange) 
guidance in Subtopic 958-605 

 Are there conditions 
present (i.e.  Right of 
return/release and a 

barrier)? 

Conditional Contribution 
(Nonexchange) 

Recognize revenue when condition is 
met. 

Meeting of conditions 

Unconditional Contribution 
(Nonexchange) 

Recognize revenue in appropriate net 
asset class 

Are there restrictions present? 
(i.e. limited purpose or timing) 

Unconditional with Donor 
Restrictions 

Unconditional without Donor 
Restrictions 

Start Here 
Yes 

Yes 

Yes 

Yes 

No 

No 

No 

No 



Recognition of Revenue Sources 

• Exchange Transactions: 

 

• Contributions: 

 

• Unconditional Promises to Give:   
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Recognition of Revenue Sources 

• Conditional Promise to Give: 

– Requires a future and uncertain event in order 
for the donor to be required to comply 

– Conditional pledges are recognized only when 
substantially all conditions have been met 

– If possibility of future event not occurring are 
remote, pledge is unconditional 

– If assets have been received with a conditional 
promise to contribute them, they are treated 
as an refundable advance (liability) 

• Ambiguous donor stipulations 

• Restricted 
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Recognition of Revenue Sources (cont.) 

• Valuing a Contribution Received or Made 

– Fair value is most evident if quoted market 

prices are available 

– Market prices for similar assets, independent 

appraisals, or using discounted cash flows can 

be used if no quoted market price is available 

– Amortization of discount of a long term pledge 

receivable should be recognized as 

contribution income 
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Recognition of Revenue Sources (cont.) 

• Valuing Non-Cash Contribution Received or 

Made 

– Inventory Items 

– Contributed Services 

– Gifts in Kind 

– Items Given for Fundraising Use 

– Works of Art, Historical Treasures and Similar 

Assets 
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TEST QUESTION 
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EXAMPLE 1 
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EXAMPLE 2 
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Example 3 

• University A has a cancer research center that 
regularly conducts research to discover more effective 
methods of treating cancer and often receives 
contributions to support its efforts.  

• University A receives resources from a pharmaceutical 
company to finance the costs of a clinical trial of an 
experimental cancer drug the company developed.  

• The pharmaceutical company specifies the protocol of 
the testing, including the number of participants, the 
dosages to be administered and the frequency and 
nature of follow up examinations.   

• Pharmaceutical company requires a detailed report of 
the test outcome within 3 months of the test’s 
conclusion. 
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EXAMPLE 4 

70 



71 



 

 

 

EXAMPLE 5 
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EXAMPLE 6 
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EXAMPLE 7 
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EXAMPLE 8 
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EXAMPLE 9 
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Questions 
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Hot Tax Topics and IRS Updates 

August 31, 2017 

Eugene Logan 

 



Tax Reform - Why Now? 

• A lot has changed since the last reform 31 years 

ago (1986) 
 

• Considerable bi-partisan support in both Houses of 

Congress for a more “pro-growth” tax Code 
 

• Currently a universal belief amongst private sector 

and government that something needs done to 

jump start US economy for the long-term 



Do We Really Need Reform? 

• US has the highest statutory corporate tax rate 

(39.1%) of any industrialized nation and the highest 

effective tax rate of any industrialized nation (30.9%).
 

– By Comparison the UK has an effective rate of 16.7% and Hong 

Kong a rate of 16.5% 

 

• US taxes on a global, rather than territorial basis, 

discouraging companies from locating in the US. 



Do We Really Need Reform? 

• US uncompetitive for R&D investment money - US 

ranked 24th of the 38 industrialized nations offering tax 

incentives for R&D 
 

• It is estimated the US loses out on $2 Trillion a year in 

foreign held investments because the US taxes the 

repatriation of income at traditional domestic rates. 
 

• Proponents of tax reform argue that making the US 

more competitive on the global scene will mean 

significant job creation in the US. 



What Does Tax Reform Look Like? 



What Does Tax Reform Look Like? 

• Tenants of any tax reform: 
1. Simplicity 
2. Fairness 
3. Increased Competition 

 

• AICPA’S Goals for Tax Reform from a Non-Profit 
Perspective: 
– Above the Line Deductions or Tax Credits for those that engage in 

charitable giving 
– Narrowing the Definition of Unrelated Business Income 
– Simplifying the Tax Code (not just for business and individuals, but 

also Non-profits) 
– UBI Relief for smaller organizations that invest in partnerships 
– Prevent expansion of Private Foundation Rules to endowments 
– Exclude EO’s from AMT Rules (If AMT remains) 



Tax Reform Highlights 

* White House Tax Plan is a combination of President’s Trump’s Campaign Tax Plan as well as the most recent changes as 

released on April 26, 2017.  



Tax Reform Highlights 

* White House Tax Plan is a combination of President’s Trump’s Campaign Tax Plan as well as the most recent updates 

changes as released on April 26, 2017.  



Tax Reform Highlights 

Topic Current Tax Law Trump Campaign  

Tax Plan 

GOP A Better Way 

Tax Plan 

Corporate AMT 20% of income above 

$40,000 

Repeal Repeal 

Business 

Deductions/Credits 

Businesses can deduct 

ordinary & necessary 

business expenses 

Many deductions and credits 

targeted to specific groups & 

taxpayers 

Eliminate most business  

deductions & credits except 

the research credit 

Full & immediate write-off of 

business investment (both 

tangible & intangible) 

 

Allow deduction of interest 

expense against interest 

income but no current 

deduction for net interest 

expense.. 

 

Eliminates “special interest” 

deductions (DPAD) 

 

Maintains R&D Credit 

Estate Tax For 2017, rate is 40% with 

lifetime exclusion of 

$5,490,000 

Repeal. Capital Gain held 

until death and valued over 

$10MM subject to tax. 

Repeal 

* White House Tax Plan is a combination of President’s Trump’s Campaign Tax Plan as well as the most recent changes as 
released on April 26, 2017.  



Tax Reform Highlights 

* White House Tax Plan is a combination of President’s Trump’s Campaign Tax Plan as well as the most recent updates 
changes as released on April 26, 2017.  



Challenges to Passing Tax Reform 

Tax Reform 



Challenges To Passing Tax Reform 

• Republicans hold only 52 Senate 
seats 
 

– Without 60 votes, a democratic 
filibuster presents considerable 
hurdles 
 

• House and Senate Republicans 
may view tax reform differently 
 

– Initial failure to repeal ACA showed 
significant fractures in Republican 
Party ideology 
 

– Prior Senate offerings have showed 
significant differences to current house 
blueprint 

 



Challenges To Passing Tax Reform 

• What to do with repatriation dollars 
 

– President has suggested using the money for infrastructure improvements in an 
effort to bring Democrats on board 
 

– House wants to use that money to lower tax rates 
 

• The Cost of Tax Reform 
 

– Both Chambers of Legislature are aiming for a revenue-neutral, budget-neutral 
reform that does not add to the deficit 
 

– President’s plan calls for significant cuts to revenue that he intends to offset 
with significant spending cuts 
 

• Pushback from Lobbyists and Trade Groups 
 

– The current Code has a number of tax preferences that are incredibly important 
to some industries.  
 

– Lobbyists will make it hard to remove some of these preferences. 



What Does This Mean For Tax Exempt Organizations? 

The future is completely 

uncertain….. 

 

…I am completely certain of that! 



Tax Policy Center Review* 

• Reducing marginal tax rates increases the after-tax cost of 
charitable giving 
 

– Ex: A 39.6% taxpayer who contributes $100 has an after tax cost of 
roughly $60 because the taxpayer paid $39.60 in taxes. But, if the 
marginal rate is reduced to 35%, that means the after tax cost is now 
$65 to the taxpayer. 
 

• Raising the standard deduction to $15,000/$30,000 would 
result in 60% fewer taxpayers opting to itemize, eliminating 
the tax incentive to make charitable contributions.  (Note: 
some plans have a lower standard deduction and some 
also keep charitable giving deductions, though to what 
extent it’s unknown) 

97 

* Lu, Chenxi, Stallworth, Phillip, Steurele, C. Euguene, Both Clinton and Trump would reduce tax incentives for charitable giving, TaxVox, Nov. 4, 2016, 

http://www.taxpolicycenter.org/taxvox/both-clinton-and-trump-would-reduce-tax-incentives-charitable-giving 

 

 

With so much negotiation over repeal of the ACA 

it’s impossible to know what a final tax proposal 

will look like and its possible impacts on Non-

Profit Organizations, but… 

 

 



Tax Policy Center Review* 

• According to 2014 IRS data, taxpayers with over $1 

million in AGI itemized, on average, $260,000 for 

state/local taxes and $165,000 in charitable 

contributions. Capping itemized deductions at 

$100,000/$200,000 would essentially eliminate any 

incentive to make charitable contributions since taxes 

more than cap out the itemized deductions 

 



Takeaways 

• Comprehensive tax reform will create both danger and possible 
opportunity. 

 

• DANGER 
– From a taxation standpoint, the incentive to make charitable contributions is 

somewhat diminished w/ after tax giving costs being higher (due to lower rates) 

– Elimination of Gift and Inheritance Taxes provides ability to pass more money to 
descendants, disincentivizing charitable bequests. 

 

• OPPORTUNITY 
– A reduction in tax rates would theoretically put more money into the pockets of 

more Americans, creating larger donor pools and perhaps more 
philanthropically minded citizens 

– It appears possible that the deductibility of charitable giving could be 1 of 2 
individuals deductions that remain 

– Simply because the tax benefit has diminished does not necessarily mean 
contributions with diminish 



The Johnson Amendment 

• Republicans have also sought to 

repeal the Johnson Amendment 

through the tax reform process. 

 

• However, in the interim, President 

Trump has signed an executive 

order preventing the Treasury and 

IRS from enforcing the Johnson 

Amendment 

 

 



The Johnson Amendment 

• What is the Johnson Amendment? 
 

– Originally introduced by Senator Lyndon Baines Johnson as a part of 

the 1954 Tax Reform 
 

– Organizations tax exempt under 501(c)(3), as well as church 

organizations, are “prohibited from directly or indirectly participating 

in, or intervening in, any political campaign on behalf of (or in 

opposition to) a candidate for elective public office.” 
 

– Essentially means that tax exempt organizations under 501(c)(3) 

(only) and churches are not allowed to endorse a particular 

candidate for political office without risking potential loss of their tax 

exempt status 



The Johnson Amendment 

• What the Johnson Amendment Is Not… 
 

– It does not stop those organizations it covers from weighing in on 

public policy positions such as health care legislation, gun control, 

climate change, or education 
 

– Organizations may engage in voter education activities such as 

campaign forums or publishing elections guides, so long as they are 

done in a partisan manner. 



What’s the Big Deal? 

• Those who favor repeal say: 
 

– The Johnson Amendment restricts the free speech rights of Church’s 
and Non-Profits guaranteed to them by the US Constitution after 
Citizens United 
 

• Those who favor the Johnson Amendment say repeal would: 
 

– Create a loophole in campaign finance reform as tax-exempt 
organizations do not have to disclose donor names and lead to more 
dark money in politics 
 

– Taxpayers would be able to receive charitable deductions for political 
contributions (not currently tax deductible) 
 

– Undermine the constitutionally protected separation of church and 
state 



Legal Updates 



Unrelated Business Income 

• Berry v. Com’r., T.C. Sum. Op. 2016-
81 (12/31/16) 
– No trade or business for one-time sale of 

tools and machinery 

• Delia v. Com’r., T.C. Memo. 2016-71 
(4/20/16) 
– Hair braiding business had profit motive 

despite the fact of 8 year history of 
losses 

• Main v. Com’r, T.C. memo 2016-127 
(7/5/16) 
– Auto restoration business was for profit 

regardless of history of losses.   



Contributions 

• 15 West 17th Street LLC v. Com’r., 147 TC No. 19 

(12/22/16) 

– $64M questions 

– No qualified Contemporaneous Written 

Acknowledgement (CWA) 

– Missing “goods and services” wording 

– §170(f)(8)(A) not applicable; filing an amended return 

doesn’t help 

 



Contributions 

• Izen, Jr v. Commissioner, 148 T.C. No. 5 (3/1/17) 

– Donation of $338K airplane is disallowed 

– No valid CWA; No Form 8283 – Noncash Charitable 

Contribution; No Form 1098-C 

– Claim made after return filed during audit 

• Notice 2017-10 

– Syndicated Conservation Easement warning 

– IRS treats as tax avoidance transaction 



Changes to Form 1023-EZ 

• Short Form Introduced in 2014 

• Greatly reducing backlog of applications 

• Critics believe organizations are getting approved 

incorrectly 

• Description of Activities will now be a requirement 

• Increase in Random Examinations 



IRS EO 2017 Workplan 

• Transparent, efficient and effective 

• Exemption 

• Protection of Assets 

• Tax Gap 

• International 

• Emerging issues 



IRS Audit Activity 

• YE September 30, 2016 

– 6,440 audits 

– Primary issues include filing, organizational, operational, 

UBI and employment tax issues 

– 61 Revocations (non-exempt purpose #1) 

• ACA Oversight – 501(r) enforcement 

• Post Determination Compliance Program 

• Modeling techniques and Data driven decisions

   



Charitable Solicitation Registration 

• Fundraising activities are regulated by state law 

• 47 state require some sort of registration 

• Usually must be completed prior to solicitation 

• Ongoing state registration required 

• More and more complex 

 



Congressional Focus On Endowments 



Focus On Endowments 

• December 2015 – Congressional Research Service 
releases report addressing tax policy for colleges and 
universities 

 

• Report proposed four areas of possible reform 

– Require a minimum payout rate on endowments 

– Require a tax on endowments or endowment earnings 

– Limit the charitable contribution deduction for certain gifts 
made to endowments 

– Change the tax treatment of offshore investment strategies 
that use blocker corporations 

 



Focus On Endowments 

• February 2016 – Two congressional committees sent 
correspondence to 56 private schools with 
endowments greater than $1 billion asking 13 
questions about how investment income was spent for 
the past three years 

 

• September 2016 – Hearing by House Ways & Means 
Subcommittee on Oversight addressing college costs 

 

• December 2016 – Rep. Tom Reed (R-NY) issued a 
white paper proposing mandatory minimum payout 
requirements targeted for financial aid 



Focus On Endowments 

• Reed’s current plan being 
developed (bill not yet 
released) 

– Intended to encourage certain 
types of donations 

– Restricted gifts of $5,000 or 
more would no longer be tax 
deductible 

– Unrestricted gifts would be tax 
deductible at 125% 

– Endowment over $1 billion 
would be required to funnel 25% 
of investment income toward 
scholarships or face penalties 



Visit Our Tax Reform Blog 

www.schneiderdowns.com/our-thoughts-on-tax-reform 



Questions??? 



Accounting Standards Update 

Trevor Warren, Audit Shareholder 

twarren@schneiderdowns.com  

614.586.7243 

 

mailto:Twarren@schneiderdowns.com
mailto:Twarren@schneiderdowns.com


Public Vs. Private Entity 

Classification 

Public Entity 

• A business entity or a not-for-profit entity: 

– Has issued debt or equity securities or is a conduit 

bond obligor for conduit debt securities that are 

traded in a public market (a domestic or foreign 

stock exchange or an over-the-counter market, 

including local or regional markets) 

– Is required to file financial statements with the 

Securities and Exchange Commission (SEC) 

– Provides financial statements for the purpose of 

issuing any class of securities in a public market  

 



Standards Effective for Fiscal Years 

2017 

Effective Date 

Public 

Effective Date 

Non-public 

ASU 2014-15: Presentation of Financial Statements—

Going Concern: Disclosure of Uncertainties about an 

Entity’s Ability to Continue as a Going Concern 

Years ending 

after 12/15/16 

Years ending 

after 12/15/16 

ASU 2015-03: Interest—Imputation of Interest: 

Simplifying the Presentation of Debt Issuance Costs 

Years beginning 

after 12/15/15 

Years beginning 

after 12/15/15 

ASU 2015-05: Internal-Use Software—Customer’s 

Accounting for Fees Paid in a Cloud Computing 

Arrangement 

Years beginning 

after 12/15/15 

Years beginning 

after 12/15/15 

ASU 2015-07: Fair Value Measurement—Disclosures 

for Investments in Certain Entities That Calculate Net 

Asset Value per Share 

Years beginning 

after 12/15/15 

 

Years beginning 

after 12/15/16 

https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:369.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:369.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:369.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:403.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:403.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:403.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:406.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:406.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:406.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:417.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:417.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:417.1&feature=ttools&lastCpReqId=7da762&tabLoc=4038


Standards Not Yet Effective 

Effective Date 

Public 

Effective Date 

Non-public 

ASU 2014-09: Revenue from Contracts 

with Customers  

Years beginning 

after 12/15/17 

Years beginning 

after 12/15/18 

ASU 2016-02: Leases Years beginning 

after 12/15/18 

Years beginning 

after 12/15/19 

https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:353.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:353.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:353.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:481.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:481.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:481.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038


Revenue Recognition 

Non-public entities Public entities 

Effective Date 
Periods beginning after 

December 15, 2018 

Periods beginning after 

December 15, 2017 

Transition type  Full retrospective  OR  Modified retrospective 

Early adoption permitted? Yes 

Key provisions: 

• Removes industry specific guidance and creates a commonly used set of rules 

• Increases comparability across entities, industries and capital markets 

• Provides a robust framework for addressing revenue issues (5-step model) 

• Provides more relevant information to financial statement users through improved 

disclosure requirements 



Revenue Recognition 

All contracts with customers are within scope 
except for: 

• Lease contracts 

• Insurance contracts 

• Financial instruments 

• Guarantees 

• Nonmonetary exchanges 

 

Contracts not with customers are excluded: 

• Contributions 

• Collaborative arrangements 



Revenue Recognition 

Five Step Model 

1. Identify the contract with a customer 

2. Identify the performance obligations in the 

contract 

3. Determine the transaction price 

4. Allocate the transaction price to the 

performance obligations in the contract 

5. Recognize revenue when (or as) the entity 

satisfies a performance obligation 



Revenue Recognition 

Specific Implementation Issues for Not-for-

Profits: 

• Tuition and Housing Revenue 

• Contribution Revenue 

• Grants 

• Subscriptions and Membership Dues 

• Bifurcation of Transactions Between 

Contribution and Exchange Components 

 



Revenue Recognition  

The FASB issued proposed Accounting 

Standards Update clarifying the scope and 

the accounting guidance for contributions 

received and made 

• Objective is to improve and clarify existing 

guidance on revenue recognition of grants 

and contracts by not-for-profit entities 

• Issue 1: Reciprocal (and under ASC 606) vs. 

Nonreciprocal 

• Issue 2: Conditional vs. Unconditional 

 



Revenue Recognition 

Main Provisions Issue #1 

• Resource provider is not synonymous with the 
general public (general public benefitting is not 
the same as commensurate value for the 
resource provider) 

• Execution of resource provider’s mission would 
not constitute commensurate value received 

• Instances where resource provider is not 
receiving commensurate value, an entity must 
determine if a transfer of assets represents a 
payment from a 3rd party on behalf of an existing 
exchange transaction (i.e. Medicaid/Medicare). If 
so, other guidance would apply. 
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Revenue Recognition  

Main Provisions Issue #2 

• Examples of barriers (conditions): 

– The inclusion of a measurable performance related barrier 

or other measurable barrier 

– Whether a stipulation is related to the performance of the 

agreement 

– The recipient has limited discretion on how the funds can 

be spent 

– The extent to which a stipulation requires additional 

action(s) 

 

NOTE: This guidance would be effective along with the new revenue 

recognition ASU. In addition, comments are welcome on this proposed 

guidance. 

 



Revenue Recognition  

What you should be doing now: 

• Internal task force and education 

• Assess all revenue streams for potential 

impacts 

• Apply new rules to contracts within scope 

• Internal control design and impact on IT 

• Communication with all stakeholders 

• Parallel revenue schedules and aggregation 

of information needed for disclosure 

 



Leases 

 Non-public entities Public entities 

Effective Date 
Periods beginning after 

December 15, 2019 

Periods beginning after 

December 15, 2018 

Transition type  Retrospective with certain practical expedients  

Early adoption permitted? Yes 

Key provisions: 

• Operating vs. finance leases 

• Finance lease criteria similar to old capital lease criteria, however with some changes 

• Operating leases recorded on the balance sheet at present value of estimated lease 

payments 

• Accounting for finance leases similar to today’s accounting for capital leases 



Leases 

• The changes brought about by this new ASU could also have 

a significant impact on many metrics that organizations 

use.  A few metrics that could be affected are listed below: 

 

 

 

 

 

 

• Discuss with all stakeholders the impact that these 

changes will have and how agreements should be amended 

or redefined in order to better align with operational and 

reporting needs. 

Metric Definition 

Leverage Ratio Debt/Equity 

Current Ratio Current Assets/Current Liabilities 

Debt to EBITDA Debt/EBITDA 

Return on Assets Net Income/Total Assets 



Leases 

What you should be doing now: 

• Gain an understanding of the FASB lease 

update 

• Inventory your leases  

• Establish software/tracking assistance 

• Educate stakeholders of your organization 

• Have a plan in place 

 



Other Standards  

Not Yet Effective 



Other Standards Not Yet Effective 

Effective Date 

Public 

Effective Date 

Non-public 

ASU 2015-11: Inventory —Simplifying the 

Measurement of Inventory 

Years beginning 

after 12/15/16 

Years beginning 

after 12/15/17 

ASU 2016-04: Liabilities—Extinguishments of 

Liabilities —Recognition of Breakage for Certain 

Prepaid Stored-Value Cards 

Years beginning 

after 12/15/17 

Years beginning 

after 12/15/18 

ASU 2016-15: Statement of Cash Flows —

Classification of Certain Cash Receipts and Cash 

Payments 

Years beginning 

after 12/15/17 

Years beginning 

after 12/15/18 

ASU 2016-18: Statement of Cash Flows —Restricted 

Cash 

Years beginning 

after 12/15/17 

Years beginning 

after 12/15/18 

ASU 2017-02: Not-for-Profit Entities—Consolidation: 

Clarifying When a Not-for-Profit Entity That Is a General 

Partner or a Limited Partner Should Consolidate a For-

Profit Limited Partnership or Similar Entity 

Years beginning 

after 12/15/16 

Years beginning 

after 12/15/16 

https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:435.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:435.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:435.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:483.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:483.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:483.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:521.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:521.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:521.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:538.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:538.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:538.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:553.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:553.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038
https://checkpoint.riag.com/app/main/docLinkNew?usid=1985d5y85b37&DocID=iGAAPUPD:553.1&feature=ttools&lastCpReqId=7e3918&tabLoc=4038


Inventory 

Public Entities Non-public entities 

Effective Date 
Effective for annual periods 

after December 15, 2016 

Effective for annual periods 

after December 15, 2016 

Transition type  Prospectively 

Early adoption permitted? Yes 

Key provisions: 

• Inventory measured at the lower of cost or net realizable value (in place of market). 

• Net realizable value is the estimated selling prices in the ordinary course of business, 

less reasonably predictable costs of completion, disposal, and transportation. 



Extinguishments of Liabilities  

 
Public Entities Non-public entities 

Effective Date 

Effective for public business 

entities, certain not-for-profit 

entities, and certain 

employee benefit plans after 

December 15, 2017 

March 2016 – all other 

entities, effective years after 

December 15, 2016 

Transition type  Cumulative-effect adjustment or retrospectively 

Early adoption permitted? Yes 

Key provisions: 

• Liabilities related to the sale of prepaid stored-value products within its scope are 

financial liabilities.  

• If an entity expects to be entitled to a breakage and it is probable that a significant 

reversal of the recognized breakage amount will not subsequently occur, that amount 

shall be derecognized. If an entity does not expect to be entitled to a breakage amount 

for prepaid stored-value products, the entity shall derecognize the amount when the 

likelihood  becomes remote of being utilized. 



Statement of Cash Flows 

 Public Entities Non-public entities 

Effective Date 
Effective for annual periods 

after December 15, 2017 

Effective for annual 

periods after December 

15, 2018 

Transition type  Retrospective, unless impractical 

Early adoption permitted? Yes 

Key provisions: 

• Addresses diversity in practice in how (1) Debt Prepayment or Debt Extinguishment 

Costs (2) Settlement of Zero-Coupon Debt Instruments or Other Debt Instruments with 

Coupon Interest Rates That Are Insignificant in Relation to the Effective Interest Rate of 

the Borrowing (3) Contingent Consideration Payments Made after a Business 

Combination (4) Proceeds from the Settlement of Insurance Claims (5) Proceeds from 

the Settlement of Corporate-Owned Life Insurance Policies, including Bank-Owned Life 

Insurance Policies (6) Distributions Received from Equity Method Investees (7) 

Beneficial Interests in Securitization Transactions (8) Separately Identifiable Cash Flows 

and Application of the Predominance Principle 



Restricted Cash 

 
Public Entities Non-public entities 

Effective Date 
Effective for annual periods 

after December 15, 2017 

Effective for annual periods 

after December 15, 2018 

Transition type  Retrospectively 

Early adoption permitted? Yes 

Key provisions: 

• Restricted cash and restricted cash equivalents should be included with cash and cash 

equivalents when reconciling the beginning-of-period and end-of-period total amounts 

shown on the statement of cash flows. 

 

• Disclose information about the nature of restrictions on its cash and cash equivalents. 

 



Not-for-Profit Entities—Consolidation 

Public Entities Non-public entities 

Effective Date 
Effective for annual periods 

after December 15, 2016 

Effective for annual periods 

after December 15, 2016 

Transition type  Retrospectively 

Early adoption permitted? Yes 

Key provisions: 

• Impacts an NFP that is a general partner or a limited partner of a for-profit limited 

partnership or a similar legal entity.  

• NFPs that are general partners continue to be presumed to control a for-profit 

limited partnership, regardless of the extent of their ownership interest, unless that 

presumption is overcome.  

• The amendments in ASU 2015-02 added new guidance on when limited partners 

should consolidate limited partnerships that are not VIEs or that are not within the 

scope of the VIE consolidation guidance.  ASU 2017-02 updates ASC 958 for ease of 

reference and make conforming revisions to specific not-for-profit guidance.  



Questions 

 



Cybersecurity on Small Budgets 

Not-for-Profit Symposium 
August 31, 2017 

 

 

Chris Debo, CISA 
Senior Manager, Technology Advisors 

 



Learning Objectives 

1. Cybersecurity – 2017 Update 

2. Explore Breach Anatomy 

3. Allocating Resources to Cyber Defense 

4. Protecting Your Organization 
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State of Cybersecurity - Verizon Data Breach Report 

• Published Every Year Since 2008 

• 50 Global Organizations 

• 82 Countries Represented 

• Over 100,000 Security Incidents 

• 3,141 Confirmed Breaches (up 130% since 2014) 
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Breaches vs. Incidents 

• Incident: A security event that 

compromises the integrity, confidentiality 

or availability of an information asset. 

• Breach: An incident that results in the 

confirmed disclosure of data to an 

unauthorized party. 

144 



Confirmed Incidents by Industry 
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Source: Verizon Data  
Breach Report 



Confirmed Breaches by Industry 
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Source: Verizon Data  
Breach Report 



Types of Cyber Attacks 

• Two basic types: 

– Targeted 

– Opportunistic 

• Targeted attacks up 91%  

• Opportunistic attacks still account for 75% 

147 



What Cybercriminals Steal – And Why 

• Personally Identifiable Information (PII) 

– Identity theft 

• Bank Credentials (e.g., online banking, PIN 

numbers) 

– Theft of funds 

• Debit/credit card data 

– Access to credit, sale of data, identity theft 

• Email addresses 

– Sale of data, phishing operations 

• Intellectual property, data, other content 

– Blackmail, sale of data, avoid paying IP royalties, 

sabotage 
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Percent of Breaches By Motive Over Time 
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Source: Verizon Data Breach Report 



Percent of Breaches by Threat Actor Over Time 
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Source: Verizon Data Breach Report 



Time to Compromise vs. Exfiltration 
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Source: Verizon Data Breach Report 



Breach Discovery Method 
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Source: Verizon Data Breach Report 



Verizon Data Breach Report – Takeaways 

• Employees at core of most attacks 

– Stolen credentials primary cause 80% 

of time 

• 89% of breaches driven by financial  or 

espionage motive 

• 65% discovered by external parties 

• Once compromised, 98% of breaches took 

less than a week to exfiltrate data 
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Learning Objectives 

1. Cybersecurity – 2017 Update 

2. Explore Breach Anatomy 

3. Allocating Resources to Cyber Defense 

4. Protecting Your Organization 
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Cybersecurity in 2017: It is Now a PEOPLE Problem 

• Employees are often the first – and last – 

line of defense 

• According to recent Symantec research, 

only 3% of malware attempts to exploit 

technical flaw; 97% tries to trick humans 

through social engineering 
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Anatomy of a Breach 
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1. Recon 

2. Weaponize 
& Deliver 

3. Exploit 

4. Install 

5. Command & Control 

6. Action 



Social Engineering Example - Phishing 

Phishing: Attempting to acquire information such as 
usernames, passwords, and credit card details by 
masquerading as a trustworthy entity in an electronic 
communication. 



Phishing – Typical Response Rates 
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Phishing E-mails: What to Look For 
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TO:  
 Don’t recognize 

others on list 

FROM: 
 Don’t recognize 

sender 
 Suspicious 

domain 

Date: 
 Sent at unusual 

or unexpected 
time 

Subject: 
 Vague, unusual 

or not in reply 

Content: 
 Irrelevant or 

unexpected 
 In reply to 

something never 
sent 

Hyperlinks 
 Long, 

unrecognizable 
or misspelled 

 URL does not 
match when 
hovering 

Attachments: 
 Unexpected or 

possibly 
dangerous file 
type 



3 Primary Ways that E-mail Phishing Succeeds 

1. Download of malicious software via an attachment 

– Allows the attacker to install malware that tracks 

keystrokes and obtains screenshots 

– Malicious software can also “sniff” the network and 

provide additional information that the attacker can 

use to attack beyond the infected workstation 

2. Following a link to a “spoofed” site and entering 

credentials 

– Online banking credentials 

– Webmail (typically the same as network) credentials 

3. Following a link to a malicious web site that exploits 

browser vulnerabilities 
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Typical End-User Browser Vulnerabilities 
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71% of Users Have  
Browser Vulnerabilities 



Examples of Vulnerable Plug-ins 

162 



Spoofed Web Site Plug-In Exploit Example 
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Malware Example: Ransomware 

“ 

 ” 



Learning Objectives 

1. Cybersecurity – 2017 Update 

2. Explore Breach Anatomy 

3. Allocating Resources to Cyber Defense 

4. Protecting Your Organization 
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Four Key Cyber Spend Questions 

1. Are you spending enough? 

2. How are you justifying your cyber spend? 

3. How are you tracking your cyber spend? 

4. Are you spending in the right places? 
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1. Are You Spending Enough? 

 

 

 

 

 

 



Average IT Spend by Organization Size 

• Large: 3.2% 

– $11,580 per employee 

• Medium: 4.1% 

– $12,000 per employee 

• Small: 6.9% of revenue 

– $13,100 per employee 
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Source: TechTarget 



How Much of IT Spend is on Security? 
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Source: SANS Institute 



Percentage of IT Budget Spent on Security - Breakdown 
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Source: SANS Institute 

Law of 
Diminishing 
Returns 
Begins to 
Apply 



Extrapolated Average Security Spend by Organization Size 

• Small: 0.4% of revenue 

– $786 per employee 

• Medium: 0.3% 

– $840 per employee 

• Large: 0.3% 

– $926 per employee 
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2. How are You Justifying Cyber Spend? 

 

 

 

 

 

 

 



Justification for Information Security Budget Requests 
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Source: SANS Institute 

Measureable! 
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3. How are You Tracking Cyber Spend? 

 

 

 

 

 

 

 



How do you Track IT Budgets and Security Spending? 
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Source: SANS Institute 

Ideal 



How do you Evaluate Security Spend Effectiveness? 
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Source: SANS Institute 



177 

4. Are You Spending in the Right Places? 

 

 

 

 

 

 

 



Top Ten Areas of Cyber Spend 
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Source: SANS Institute 

Prevent 

Detect 

Respond? 



Where to Spend YOUR Money 

• No easy answer 

– Every organization is unique in terms of risk and setup 

• Common mistakes: 

– Spend only on prevention; ignore detection and 

response (50/30/20 is a good rule-of-thumb) 

– Assume that traditional security (e.g. firewall, anti-virus) 

is sufficient 

– Hubris: Many organizations that haven’t been breached 

assume they never will…until it happens 

• Recommendation: You can never be 100% 

secure. Determine what makes sense based on 

the impact of a breach, risk exposure, and 

available resources 
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Learning Objectives 

1. Cybersecurity – 2017 Update 

2. Explore Breach Anatomy 

3. Allocating Resources to Cyber Defense 

4. Protecting Your Organization 
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Cybersecurity – Like Home Protection 

181 

1. Perimeter Defense Essentials 
 Lock doors and windows 
 Store valuables in safe 

2. Understand Risk 
 What do you have to protect? 
 Where is it? Who has access? 

3. Monitor 
 Alarm system and alerts 
 Patrol car 

4. Prevent Social Engineering 
 Educate children 
 Peephole in door 

5. Prepare for the Worst 
 Intrusion response 
 Law enforcement 
 Attorney 
 Insurance 



1. Cover the Essentials First 

182 

 Secure firewall 

 Restrict physical access 

 Deploy anti-virus and anti-malware 

 Block malicious web content 

 E-mail spam filters 

 Establish and enforce password policies 

 Restrict and review user access 

 Encrypt and secure portable devices 

 Use secure wireless 

 Process for applying security patches 

 

 

 

 



2. Understand Risk 

183 

 Perform a risk assessment 

 eDiscovery: Know where your data is 

Data classification scheme 

 Logical access: Know who has access to sensitive 

data 

 Identify third-party data exchange partners 

Know regulatory environment 

Quantify impact of breach 

 

 

 

 



3. Monitor 

184 

 Network vulnerability assessment and penetration test 

 Logical access: Periodically review who has access to 
data 

 Monitor internal activity (e.g., super-user data access, 
invalid login attempts) 

 Monitor external activity (e.g., remote access attempts, 
exfiltration of data) 

 Invest in automated security monitoring and alerting tools 

 Retain system logs 

 Monitor third-party service providers for compliance 

 

 

 

 

 

 



4. Prevent Social Engineering 
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 Educate employees 

 VPN for remote access 

 Perform phishing simulations 

Harden e-mail and web filters 

Update web browsers and plugins 

 Limit ability to download software 

 Invest in new endpoint protection tools ($) 

 

 

 

 

 

 



5. Prepare for the Worst 
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 Incident response plan 

Have a comprehensive and tested backup and 

disaster recovery plan 

 Cyber insurance 

Have attorneys review policies, compliance plans, 

and governance structures 

Know who to contact in the event of a breach 

 

 

 

 

 

 



What To Do If a Suspected Breach Occurs 

1. Investigate to determine likelihood of 

breach and disclosure of personal 

information 

– Should be prompt and reasonable 

2. If there is a reasonable likelihood of 

misuse, those impacted must be notified 

immediately 

3. In Ohio, if the breach is more than 1,000 

residents, national credit reporting 

agencies must also be notified 
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Questions 
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Chris Debo 
Senior Manager, Technology Advisors 
cdebo@schneiderdowns.com 
614-586-7108 



Top NFP Trends and Risks 

Presented by  

Joseph J. Patrick, Jr. 



Nonpartisanship 

• Remove the protection in federal law that protects 

nonprofits from engaging in partisan or election-related 

activities (e.g. political contributions and 

endorsements) 

• First exemption – 1894 – Exempted organizations 

operating solely for charitable, religious or educational 

purposes 

• Johnson Amendment – 1954 – added three conditions 

as follows: 

– Cannot pay out profits 

– Cannot spend substantial time on  

lobbying 

– Cannot engage in partisan politics 
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Nonpartisanship 

• H.R. 172 – Completely repeal the “no 
partisan politicking” provision 

• S.264 and H.R. 781 – weaken the law – 
allows NFP leaders to endorse candidates 
and engage in some electioneering activities 

• Status of current bill  

– H.R. 172 
Introduced to the House on 1/3/17 
“In Committee” 

– S.264 and H.R. 781 
Introduced in the Senate (S.264) and House (H.R. 
781) on 2/1/17 
“In Committee” 
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Nonpartisanship 

• Community letter in support of 

nonpartisanship  

– Prepared by the National Council of Nonprofits 

– Signed by nearly 4,500 NPO’s 

– Individuals can support by forwarding the 

letter to their U.S. Senators and 

Representatives 
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Board Members & Advocacy 

• Board members come into contact with 

elected officials 

• It is estimated that only 1/3 of board 

members advocate 

• Who can I talk to today to advance my 

organization’s mission? 
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Tax Reform 

• Analysts have shown that the President 

supports a cap on itemized deductions 

which could lead to as much as a 9% 

reduction in charitable donations. 

• Speaker Paul Ryan promotes changes that 

encourage charitable giving 

• Watch closely and speak to legislators now  

194 



Diversity & Inclusion 

• Moral imperative of equity may spur action  

• Data shows that diversity:  

– Can boost the quality of decision making 

– Can encourage people to be more creative, 

diligent and hard working 

– Can foster enhanced innovation 
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Diversity & Inclusion 

• What is diversity? 

– Race 

– Gender 

– Sexual identity 

– Nationality 

– Socioeconomic status 

– Educational attainment 

– Veteran status  

– Age 

– Physical ability 

– Many more … 
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Diversity & Inclusion 

• Diversity policy may send an unintended 

signal 

• Zero tolerance policy on bullying and 

harassment 

• D&I applies to the board as well 
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Volunteerism 

• 81% of NPOs use volunteers 

• Adult volunteer rates 

– 1974 – 23.6% 

– 1989 – 20.4% 

– 2005 – 27% (9/11?) 

– 2015 – 23.5% (lowest since 2002 – CPS) 
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Volunteerism 

Adult volunteering by type of organization 

 

 

 

 

 

 

• Other category – Environmental, animal care, 

public safety, etc. 
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Religious 

Education 

or Youth 

Service 

Civic/ 

Political Health 

Community 

Service 

Sport/ 

Hobby/ 

Cultural Other 

1989 37.4% 15.1% 13.2% 10.4% 9.9% 7.8% 6.2% 

2005 35.5% 24.6% 6.8% 8.1% 13.0% 3.8% 8.2% 

2015 35.0% 23.6% 5.2% 7.1% 15.8% 3.9% 9.5% 



Volunteerism 

• Volunteer rate of teenagers 

– 1974 – 20.9% 

– 1989 – 13.4% 

– 2005 – 28.4% 

– 2015 – 25.2% 

• 86% of high schools organize community 

service opportunities 
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Volunteerism 

Volunteer rates by age groups 

 

 

 

 

 

• Older adults – more educated and more 

resources than their predecessors  
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16-19 20-24 25-34 35-44 45-54 55-64 

65 & 

Over 

1974 20.9% 18.2% 27.7% 34.0% 25.1% 20.8% 14.3% 

1989 13.4% 11.4% 20.2% 28.9% 23.0% 20.8% 16.9% 

2005 28.4% 18.7% 23.4% 31.7% 30.9% 28.8% 23.5% 

2015 25.2% 17.3% 20.3% 26.9% 26.3% 24.0% 22.7% 



Gender Pay Gap 

• 74% of NPOs are led by women 

– Women represent 48% of board members 

– Women represent 46% of board chairs 

 

• GuideStar reported in 2016 that Women 

CEOs make 8% less than their male 

counterparts – significant when 

compounded over tenure. 
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Gender Pay Gap 

• Audit the workforce to look for:  

– Potential pay disparities within the same or 

similar job classifications 

– Are there legitimate explanations for 

disparities 

– Any systemic weaknesses that  

permit inequity to occur 
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Gender Pay Gap 

• Two interesting claims: 

1. Women are paid 7% less than men as soon 

as they graduate from college 

2. Pay gaps exist whether or not women have 

children 
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Millennial Pipeline 

• The millennials outspent baby boomers for 

the first time in 2016 

• Gen X’ers are set to inherit 

$40,000,000,000,000 
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Millennial Pipeline  

• What does your millennial pipeline look 

like? 

– Donors 

– Volunteers 

– Board members 

– Employees 
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Mobile Technology & Donations 

• 56% of emails are opened on a mobile 

device 

• Integrate a donation button into emails 

• Another new trend – accepting donations 

via social platforms such as: 

– Instagram 

– FaceBook 

– SnapChat  

• Does not replace, but merely supplements 

donor development  
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Feedback Loops 

• A process to ensure an NPO is listening to 

beneficiaries and incorporate suggestions 

from those they serve. 

– Classic example – Suggestion box 

– Modern example – Online survey 
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Feedback Loops 

• Play an important part of website design 

• Designing effective feedback loops is not 

enough  

– Work through the feedback data you receive 

– “Close the loop” – demonstrate that the 

feedback has incorporated into your 

operations/practices 
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The Overhead Myth 

• Poor measure of a NPO’s performance 

• Other factors 

– Transparency 

– Governance 

– Leadership 

– Results 
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The Overhead Myth 

• Many NPO’s could spend more on 
overhead to help with: 

– Investments in training 

– Investments in planning 

– Evaluations 

– Internal systems 

– Fundraising to support  
programs 

 

• “The Nonprofit Starvation Cycle” 
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Questions 
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Developing Strategic Partnerships and 

Relationships in the  

Not-for-Profit Community 
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Be sure to fill out your evaluation form and 

we’ll see you next year! 

Thank you for attending 
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